Mobile Communication Devices, Use of Cameras and Social Networking  Policy and Procedure
Statement of Intent

Oughtrington Pre-School believes that the well being of children, staff, parents and volunteers is of paramount importance. In order to safeguard the children strict guidelines have been put in place.
Aim
The Pre-School has a clear legal and moral obligation to ensure, as far as is practicable, the health, safety and welfare of its employees, the children in its care and the visitors to the premises. The Pre-School’s aim is to provide a healthy and safe environment for children to thrive and achieve their potential free from harm.  
Mobile Communication Devices:

· Personal mobile devices must be stored in a located box located in the storeroom
· Such devices are not to be used during session times or in areas accessed by the children unless it is deemed an emergency

· It is strictly prohibited for any person including staff, volunteers, students, parent or visitors to use personal devices to record or capture images of the children

Use of Cameras

The setting uses cameras for capturing and evidencing children’s achievements and for display purposes. The children also use cameras to highlight their interests and preferences.

The images are stored in line with the data protection guidelines. The images are deleted once the children move on from the setting. The staff are mindful in keeping the full identity of children confidential. 

The Supervisor has overall responsibility of the processing of images. Images are taken from the cameras and stored on a computer which is protected by a pass word.
Staff are a videoed for staff development purposes and once the clips are reviewed by the practitioners they are deleted. 

Social Networking sites

The Pre-School is committed to building positive relationships and has a reputation to maintain. Our Face Book page is a closed group, the administers are responsible for uploading and posting information. The members are parents or known practitioner/colleagues.

Restrictions are put in place to prevent comments made on social networking sites, such as Face book, Twitter and My Space that may have an impact on how parents view staff, other parents and individual children, working relationships and potential breaches of confidentiality.

We are aware the parents that attend events wish to capture such memories by taking photographs, we ask that these are used for your personal use, particularly if other children are involved. The Preschool revokes any liability for the publications that parents may make. 

Procedures

· Staff are not permitted to post anything on social networking sites that would offend any other member of staff or parent using the setting.

· If staff using sites allow parents/colleagues to view their ‘page’, this relationship must remain professional and adhere to confidentiality at all times.

· At no time must any photographs, materials or information that may identify the setting, staff or children be publicised by parents, carers, employees or committee members without the express permission of the parties concerned
· Any online communication regarding strategic decisions such as redundancy, recruitment and dismissals or any other sensitive information regarding the Pre School is strictly forbidden 

· These procedures work in conjunction with our Confidentiality, Health and Safety and Safeguarding policies and procedures. In the event of such instances occurring the member of staff may face disciplinary action, which may result in dismissal.

Preschool have a closed FaceBook page that the setting use to share the children’s learning experiences, events and information the supports parents in promoting health, development and play opportunities.
Members are authorised by the administrator, members consist of staff, committee members and parents of the child. 
When the child leaves the setting the parents are removed from the site.
Parents can withdraw permission for their child to appear on the page, we only publish photographs of children where parents have given permission.
E- safety
The setting commitment to safeguarding children extends to all aspects including digital and online issues, including use of social media, cyber bullying, sexting, online gaming and child protection online. Children’s use of ICT equipment is supervised by an adult. We have two user groups, protected by a password and the children icon is subject to parental control in order to block unsecure sites. Any material that are shared with the children are screened by staff prior to sharing with the children,.
We consider the following when accessing the internet:

· Check that the content lock is set on the smartphone

· Set parental controls on broadband/ internet

· Control app downloads and in app purchases – authorised by the supervisor or and deputy.

· Make games consoles secure

· Use safety mode on U tube and Google

· Check privacy settings on social networks.
· No tagging of persons on our Facebook page is permitted, to ensure all images remain in the secure domain of the groups closed page.
· Use secure email accounts

· Regularly monitor and update virus protect programmes

· Restrict online communication in the omission of web cams
· The computer is highly visible and is supervised when children are accessing the internet.

· The computer and ICT equipment are set at ‘time out’ setting

· Any unsafe or inappropriate online incidents are reported and recorded immediately.
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